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Malta Custom’s Digital Tax 
Stamp Programme 
Overview 
A collection of three small islands in the Mediterranean Sea, Malta has an area of just 316km2 

and a population of 442,000, making it the smallest EU member state. The unique geography 

provides both opportunities and challenges to excise enforcement. The islands attract 2.6 

million visitors a year, with tourism contributing 15% to its GDP. This creates significant 

seasonal spikes in demand for both cigarettes and alcohol. 

Malta does not manufacture cigarettes in-country but imports from other EU member states. 

There is a growing quality local wine sector, but demand far outstrips production and imported 

wines and spirits dominate. In addition, Malta has one of the world’s largest trans-shipment 

ports transporting both lawful and potentially illicit goods.
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Challenge 
Malta’s previous tax stamp programme suffered from insufficient traceability and enforcement. 

Its capabilities were limited to distribution details stored in Excel spreadsheets.  

Mobile enforcement was therefore not possible, and security features of the old Tax Stamp 

were poorly understood by many Customs Officers, increasing the risk of successful illicit trade. 

When it came time to upgrade this system, the deadline for the EU’s Illicit Tobacco Protocol 

(ITP) was looming and with clear lack of traceability within the system, it became clear that 

Malta would default on meeting its ITP traceability requirements.  

A further issue was the labour-intensive management of the system undertaken by Customs 

Officers who were responsible for the management of ordering, storage and distribution of tax 

stamps to over 200 registered traders, taking them away from enforcement activities. 

OpSec’s Customized Solution 
With a strategy that encompasses both physical and digital solutions, the Malta Tax Stamp 

programme was designed to meet four core objectives:

 Improve upon the existing physical tax stamps – both in security feature content and   

 physical application of the stamp to the excisable good 

 Implement an effective digital Track and Trace solution to enable Customs Officers to   

 authenticate and track all excisable products  

 Provide a complete TPD ID issuing solution from economic operator registration and   

 facility ID allocation, through to single-pack IUD generation and electronic delivery   

 direct to cigarette manufacturers within the EU

 Create a new service entity within Malta, taking ownership of all tax stamp supply   

 and service activity from Malta Customs 
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Optical & Material Security –      
The Physical Tax Stamp / Security Feature 
Objective: Improve upon the existing physical tax stamps – both in security feature content 

and physical application of the stamp to the excisable good

Security feature content improvement: 

All stamps were designed to meet security requirements at a banknote-level. The optically 

variable device (OVD) was originated using e-beam technology and incorporates numerous 

overt, covert and forensic features that could simply not be replicated by traditional holography. 

The TPD requirement for a minimum of five authentication elements to be selected from a 

prescribed range at overt, semi-covert and covert was fully accommodated. All stamp types 

exhibit a minimum range of twelve security features. 

The tax stamp’s serialisation and data carrier currently provide the gateway for Customs 

Officers to access authentication and Track and Trace data from the OpSec Insight™ mobile and 

desktop applications. 

The incorporation of a Maltese falcon presented in a prominent position within each of the 

nine stamps, provides a simple but impactful design to stimulate interest within the observer, 

leading to familiarity with genuine product and a higher likelihood that the security features too 

will become familiar. 

In support of this, full training in the stamp content and the devices used for authentication of 

the security elements was provided to customs enforcement officers. 

Physical application improvement:  

Previously, a large proportion of the tax stamps used in Malta for wine and alcohol were 

applied by hand, so customised self-adhesive stamp variants were introduced, together with 

dry/wet glue applied formats for high-speed and automated application to the bottle. 

Physical Maltese tax stamps designed and manufactured by OpSec Security



4  | gov.opsecsecurity.com 

Challenge 
Malta’s previous tax stamp programme suffered from insufficient traceability and enforcement. 

Its capabilities were limited to distribution details stored in Excel spreadsheets.  

Mobile enforcement was therefore not possible, and security features of the old Tax Stamp 

were poorly understood by many Customs Officers, increasing the risk of successful illicit trade. 

When it came time to upgrade this system, the deadline for the EU’s Illicit Tobacco Protocol 

(ITP) was looming and with clear lack of traceability within the system, it became clear that 

Malta would default on meeting its ITP traceability requirements.  

A further issue was the labour-intensive management of the system undertaken by Customs 

Officers who were responsible for the management of ordering, storage and distribution of tax 

stamps to over 200 registered traders, taking them away from enforcement activities. 

OpSec’s Customized Solution 
With a strategy that encompasses both physical and digital solutions, the Malta Tax Stamp 

programme was designed to meet four core objectives:

 Improve upon the existing physical tax stamps – both in security feature content and   

 physical application of the stamp to the excisable good 

 Implement an effective digital Track and Trace solution to enable Customs Officers to   

 authenticate and track all excisable products  

 Provide a complete TPD ID issuing solution from economic operator registration and   

 facility ID allocation, through to single-pack IUD generation and electronic delivery   

 direct to cigarette manufacturers within the EU

 Create a new service entity within Malta, taking ownership of all tax stamp supply   

 and service activity from Malta Customs 

Malta Custom’s Digital Tax Stamp Program   |  5

Optical & Material Security –      
The Physical Tax Stamp / Security Feature 
Objective: Improve upon the existing physical tax stamps – both in security feature content 

and physical application of the stamp to the excisable good

Security feature content improvement: 

All stamps were designed to meet security requirements at a banknote-level. The optically 

variable device (OVD) was originated using e-beam technology and incorporates numerous 

overt, covert and forensic features that could simply not be replicated by traditional holography. 

The TPD requirement for a minimum of five authentication elements to be selected from a 

prescribed range at overt, semi-covert and covert was fully accommodated. All stamp types 

exhibit a minimum range of twelve security features. 

The tax stamp’s serialisation and data carrier currently provide the gateway for Customs 

Officers to access authentication and Track and Trace data from the OpSec Insight™ mobile and 

desktop applications. 

The incorporation of a Maltese falcon presented in a prominent position within each of the 

nine stamps, provides a simple but impactful design to stimulate interest within the observer, 

leading to familiarity with genuine product and a higher likelihood that the security features too 

will become familiar. 

In support of this, full training in the stamp content and the devices used for authentication of 

the security elements was provided to customs enforcement officers. 

Physical application improvement:  

Previously, a large proportion of the tax stamps used in Malta for wine and alcohol were 

applied by hand, so customised self-adhesive stamp variants were introduced, together with 

dry/wet glue applied formats for high-speed and automated application to the bottle. 

Physical Maltese tax stamps designed and manufactured by OpSec Security

4  | gov.opsecsecurity.com 

Challenge 
Malta’s previous tax stamp programme suffered from insufficient traceability and enforcement. 

Its capabilities were limited to distribution details stored in Excel spreadsheets.  

Mobile enforcement was therefore not possible, and security features of the old Tax Stamp 

were poorly understood by many Customs Officers, increasing the risk of successful illicit trade. 

When it came time to upgrade this system, the deadline for the EU’s Illicit Tobacco Protocol 

(ITP) was looming and with clear lack of traceability within the system, it became clear that 

Malta would default on meeting its ITP traceability requirements.  

A further issue was the labour-intensive management of the system undertaken by Customs 

Officers who were responsible for the management of ordering, storage and distribution of tax 

stamps to over 200 registered traders, taking them away from enforcement activities. 

OpSec’s Customized Solution 
With a strategy that encompasses both physical and digital solutions, the Malta Tax Stamp 

programme was designed to meet four core objectives:

 Improve upon the existing physical tax stamps – both in security feature content and   

 physical application of the stamp to the excisable good 

 Implement an effective digital Track and Trace solution to enable Customs Officers to   

 authenticate and track all excisable products  

 Provide a complete TPD ID issuing solution from economic operator registration and   

 facility ID allocation, through to single-pack IUD generation and electronic delivery   

 direct to cigarette manufacturers within the EU

 Create a new service entity within Malta, taking ownership of all tax stamp supply   

 and service activity from Malta Customs 

4  | gov.opsecsecurity.com 

Challenge 
Malta’s previous tax stamp programme suffered from insufficient traceability and enforcement. 

Its capabilities were limited to distribution details stored in Excel spreadsheets.  

Mobile enforcement was therefore not possible, and security features of the old Tax Stamp 

were poorly understood by many Customs Officers, increasing the risk of successful illicit trade. 

When it came time to upgrade this system, the deadline for the EU’s Illicit Tobacco Protocol 

(ITP) was looming and with clear lack of traceability within the system, it became clear that 

Malta would default on meeting its ITP traceability requirements.  

A further issue was the labour-intensive management of the system undertaken by Customs 

Officers who were responsible for the management of ordering, storage and distribution of tax 

stamps to over 200 registered traders, taking them away from enforcement activities. 

OpSec’s Customized Solution 
With a strategy that encompasses both physical and digital solutions, the Malta Tax Stamp 

programme was designed to meet four core objectives:

 Improve upon the existing physical tax stamps – both in security feature content and   

 physical application of the stamp to the excisable good 

 Implement an effective digital Track and Trace solution to enable Customs Officers to   

 authenticate and track all excisable products  

 Provide a complete TPD ID issuing solution from economic operator registration and   

 facility ID allocation, through to single-pack IUD generation and electronic delivery   

 direct to cigarette manufacturers within the EU

 Create a new service entity within Malta, taking ownership of all tax stamp supply   

 and service activity from Malta Customs 

Malta Custom’s Digital Tax Stamp Program   |  5

Optical & Material Security –      
The Physical Tax Stamp / Security Feature 
Objective: Improve upon the existing physical tax stamps – both in security feature content 

and physical application of the stamp to the excisable good

Security feature content improvement: 

All stamps were designed to meet security requirements at a banknote-level. The optically 

variable device (OVD) was originated using e-beam technology and incorporates numerous 

overt, covert and forensic features that could simply not be replicated by traditional holography. 

The TPD requirement for a minimum of five authentication elements to be selected from a 

prescribed range at overt, semi-covert and covert was fully accommodated. All stamp types 

exhibit a minimum range of twelve security features. 

The tax stamp’s serialisation and data carrier currently provide the gateway for Customs 

Officers to access authentication and Track and Trace data from the OpSec Insight™ mobile and 

desktop applications. 

The incorporation of a Maltese falcon presented in a prominent position within each of the 

nine stamps, provides a simple but impactful design to stimulate interest within the observer, 

leading to familiarity with genuine product and a higher likelihood that the security features too 

will become familiar. 

In support of this, full training in the stamp content and the devices used for authentication of 

the security elements was provided to customs enforcement officers. 

Physical application improvement:  

Previously, a large proportion of the tax stamps used in Malta for wine and alcohol were 

applied by hand, so customised self-adhesive stamp variants were introduced, together with 

dry/wet glue applied formats for high-speed and automated application to the bottle. 

Physical Maltese tax stamps designed and manufactured by OpSec Security

Malta Custom’s Digital Tax Stamp Program   |  5

Optical & Material Security –      
The Physical Tax Stamp / Security Feature 
Objective: Improve upon the existing physical tax stamps – both in security feature content 

and physical application of the stamp to the excisable good

Security feature content improvement: 

All stamps were designed to meet security requirements at a banknote-level. The optically 

variable device (OVD) was originated using e-beam technology and incorporates numerous 

overt, covert and forensic features that could simply not be replicated by traditional holography. 

The TPD requirement for a minimum of five authentication elements to be selected from a 

prescribed range at overt, semi-covert and covert was fully accommodated. All stamp types 

exhibit a minimum range of twelve security features. 

The tax stamp’s serialisation and data carrier currently provide the gateway for Customs 

Officers to access authentication and Track and Trace data from the OpSec Insight™ mobile and 

desktop applications. 

The incorporation of a Maltese falcon presented in a prominent position within each of the 

nine stamps, provides a simple but impactful design to stimulate interest within the observer, 

leading to familiarity with genuine product and a higher likelihood that the security features too 

will become familiar. 

In support of this, full training in the stamp content and the devices used for authentication of 

the security elements was provided to customs enforcement officers. 

Physical application improvement:  

Previously, a large proportion of the tax stamps used in Malta for wine and alcohol were 

applied by hand, so customised self-adhesive stamp variants were introduced, together with 

dry/wet glue applied formats for high-speed and automated application to the bottle. 

Physical Maltese tax stamps designed and manufactured by OpSec Security

Malta Custom’s Digital Tax Stamp Program   |  5

Optical & Material Security –      
The Physical Tax Stamp / Security Feature 
Objective: Improve upon the existing physical tax stamps – both in security feature content 

and physical application of the stamp to the excisable good

Security feature content improvement: 

All stamps were designed to meet security requirements at a banknote-level. The optically 

variable device (OVD) was originated using e-beam technology and incorporates numerous 

overt, covert and forensic features that could simply not be replicated by traditional holography. 

The TPD requirement for a minimum of five authentication elements to be selected from a 

prescribed range at overt, semi-covert and covert was fully accommodated. All stamp types 

exhibit a minimum range of twelve security features. 

The tax stamp’s serialisation and data carrier currently provide the gateway for Customs 

Officers to access authentication and Track and Trace data from the OpSec Insight™ mobile and 

desktop applications. 

The incorporation of a Maltese falcon presented in a prominent position within each of the 

nine stamps, provides a simple but impactful design to stimulate interest within the observer, 

leading to familiarity with genuine product and a higher likelihood that the security features too 

will become familiar. 

In support of this, full training in the stamp content and the devices used for authentication of 

the security elements was provided to customs enforcement officers. 

Physical application improvement:  

Previously, a large proportion of the tax stamps used in Malta for wine and alcohol were 

applied by hand, so customised self-adhesive stamp variants were introduced, together with 

dry/wet glue applied formats for high-speed and automated application to the bottle. 

Physical Maltese tax stamps designed and manufactured by OpSec Security

Malta Custom’s Digital Tax Stamp Program   |  5

Optical & Material Security –      
The Physical Tax Stamp / Security Feature 
Objective: Improve upon the existing physical tax stamps – both in security feature content 

and physical application of the stamp to the excisable good

Security feature content improvement: 

All stamps were designed to meet security requirements at a banknote-level. The optically 

variable device (OVD) was originated using e-beam technology and incorporates numerous 

overt, covert and forensic features that could simply not be replicated by traditional holography. 

The TPD requirement for a minimum of five authentication elements to be selected from a 

prescribed range at overt, semi-covert and covert was fully accommodated. All stamp types 

exhibit a minimum range of twelve security features. 

The tax stamp’s serialisation and data carrier currently provide the gateway for Customs 

Officers to access authentication and Track and Trace data from the OpSec Insight™ mobile and 

desktop applications. 

The incorporation of a Maltese falcon presented in a prominent position within each of the 

nine stamps, provides a simple but impactful design to stimulate interest within the observer, 

leading to familiarity with genuine product and a higher likelihood that the security features too 

will become familiar. 

In support of this, full training in the stamp content and the devices used for authentication of 

the security elements was provided to customs enforcement officers. 

Physical application improvement:  

Previously, a large proportion of the tax stamps used in Malta for wine and alcohol were 

applied by hand, so customised self-adhesive stamp variants were introduced, together with 

dry/wet glue applied formats for high-speed and automated application to the bottle. 

Physical Maltese tax stamps designed and manufactured by OpSec Security



6  | gov.opsecsecurity.com 

Digital Security – Track and Trace with   
OpSec Insight™ 
Objective:  Implement an effective digital Track and Trace solution to enable Customs Officers 

to authenticate and track all excisable products

OpSec provided a bespoke solution for Malta that provides real-time Track and Trace ability 

within the OpSec Insight™ platform. OpSec’s solution was personalised to suit the varying and 

challenging requirements and capabilities of the Malta supply chain, particularly for wine and 

alcohol.

OpSec Insight™ generates the UID for every tax stamp and enables the management of stamp 

orders, from customs’ online approval of the order, through to the association of trader and 

product meta-data.  

Within the platform, products are associated with the UID, can be tracked in real-time through 

the supply chain, and can be authenticated by customs officials using the Insight™ desktop or 

mobile application.  

Customs’ management can generate user-configurable reports on all collected meta-data 

including stamp orders, shipments, and usage, as well as supply chain and market product 

authentications. Deep dive auditing is also possible into specific manufacturer or importer 

meta-data to validate stamp lifecycle declarations. 

The access and response information differs based on the authorisation level and permissions 

extended to the user. For example, Malta Department of Customs requested that only the 

senior team would be authorised to create audit reports on specific traders, while in-field 

officers would be limited to stamp authentication messages activities and more limited product 

meta-data. 
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EU Tobacco Products Directive (TPD) UID Issuance 
Objective: Provide a complete TPD ID issuing solution from economic operator registration 

and facility ID allocation, through to single-pack IUD generation and electronic delivery direct 

to cigarette manufacturers within the EU. 

The Tobacco Products Directive (TPD) is the European Unions’ response in order to meet its 

obligations under the WHO Framework Convention for Tobacco Control (FCTC). It requires 

member states to provide a set of traceability and authentication solutions in the form of a 

complete supply chain register, physical security features to authenticate product as well as 

digital unique identifiers to enable traceability from production all the way to the first retail 

customer.

The benefit of OpSec’s combined solution is that it enables enforcement officers to 

authenticate both the physical security marker UID and the TPD UID within the one Track and 

Trace portal - something not possible for the majority of other EU member states. 

This implementation faced challenges and ambiguity from within some parts of the legislation, 

along with a very tight deadline. The OpSec software development team was fully deployed 

for 5 months to research, develop and test this new element of the Insight™ Track and Trace 

solution.

The programme for TPD was delivered across four key provisions:

 ■ Ensure that every manufacturer and approved distributor in the supply chain was 

captured and in turn, each of their facility IDs

 ■ Optimise the UID format for direct-to-package efficiency and standardisation of the 

UID ordering process

 ■ An intensive testing of the solution with both the repository system and the cigarette 

manufacturers’ UID management systems

 ■ Finally, a full training, awareness, and educational campaign jointly conducted within 

Malta by Customs and OpSec to ensure that all TPD stakeholders knew their roles 

and responsibilities prior to the traceability system introduction

OpSec is one of only few 

organisations who were selected by 

an EU member state to provide all 

elements of the solution
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Tax Stamp Supply and Service Activity 
Objective: Create a new service entity within Malta, taking ownership of all tax stamp supply 

and service activity from Malta Customs

As part of the project, OpSec CAPEX invested in premises and staff from within the Republic of 

Malta, developing a dedicated customer service, secure storage and distribution facility located 

in Santa Venera. 

Taking the complete management of all elements of the programme logistics enables Malta 

Customs Officers to concentrate of their main function of programme enforcement and control. 

Six specific order management processes were developed for the programme, each one 

varying by the product and excise license type. 

The following example covers a typical order transaction for an Economic Registered 

Consignee (ERC) - small importers who constitute the largest quantity of Malta’s 200  

licensed traders.

‘Just in Time’ Ordering & Distribution Process for ERC Importers

Trader Requests Stamps Online
 ■ Upload proof of excise payment
 ■ Upload import invoice detailing products 

& quantity

Trader Collects Stamps From OpSec Malta
 ■ Stock released from warehouse and declared 

in Insight
 ■ Trader pays for stamps

Exact Volume Picked From Warehouse
 ■ Trader alerted of approval and invoiced
 ■ Stamp UID and trader metadata recorded  

in InSight

Customs officials can authenticate any stamp using 
mobile or desktop app

 ■ Trader has a maximum of 5 days to apply stamps
 ■ Stamps applied to the consignment declared  
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Results
OpSec’s custom solution has been successful in securing revenues and preventing illicit goods 

from entering the country, effectively paying for itself within the first year of implementation. 

Just some of the results within the first year included:

Contact the Experts at OpSec Security 
With a network of global partners and agents, OpSec has aligned the best experts in the 

world to build efficient tax stamp programmes to protect governments and the health of 

their citizens. Our partners often achieve full pay back of initial investment through increased 

revenue within the first year. Contact the experts at OpSec to discuss your specific challenges 
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About OpSec

OpSec Security is the industry leader in providing uncompromised high-security solutions to governments across 

the globe to better protect citizens, enforce laws, and enhance revenue.    

After decades of leadership in serving government agencies and security specialists, OpSec has earned a 

reputation as innovators in combining digital solutions with optical and material sciences. With 40 years of 

experience in implementing high security solutions for government clients, the experts at OpSec guide you through 

every step of the process with our technical staff, project managers, and engineers offering proven industry 

expertise. With a network of global partners and agents, we’ve aligned the best experts in the world to build your 

programmes. Our partners often achieve full pay back of initial investment through increased revenue within the 

first year.  

With cutting edge solutions for government applications including revenue protection and tax stamps, security foils 

and labels, vehicle protection and SecureETags, OpSec delivers the most advanced technological solutions that 

provide governments assurance that their citizens, institutions, and revenues are safe and secure.

For more information, visit www.gov.opsecsecurity.com
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